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Access Governance in SAP environments 

is critical because SAP systems store and manipulate 
confidential and business-critical structured data 

 

 

Most organizations focus “only” on 

Segregation of duties reporting 

Structuring the user access request process 
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Access Governance in SAP environments 

Is managing people’s access to data using 

users, enterprise roles, composite roles, single roles, 
transaction codes, authorizations, SU24 settings, 
operating company values, derived roles, security base 
line, critical access rights, segregation of duties 

By 

corporate management, business management & 
subsidiaries, internal control, corporate IT, local IT, 
internal audit and external audit 

Taken into account the change drivers 

roll-outs, upgrades, support tickets, new access rights, 
review access rights, new compliance rules, mergers & 
de-mergers 

And setting up the management processes which 
include ownership, communication channels & policies 
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User-ID 

Enterprise Roles 

Composite Roles 

Single Roles 

Transactions 

Authorizations 

SU24 

WHAT WHO 

OpCo’s 

Derived Roles 

WHERE 

G
L
O
B
A
L 

L
O
C
A
L 

PMO 
Upgrades & Roll Outs 

Support 
Tickets 

Access Rights 
New & Review 

CHANGE TRIGGERS Compliance Rules | Security Baseline 
CAR & SoD 

External Internal 
AUDIT 

IT 

BUSINESS 

INTERNAL CONTROL 

Access Governance in SAP environments 
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Access Governance in SAP environments 

Generic SOD reports gives an overview of the number 
of SoD’s in an organization. It does not sufficiently help 
each different stakeholder. 

Information missing in most SoD reports: 

who has almost access 

which roles need to be removed 

detailed compression with previous runs 

indicate which roles should be isolated from a composite 
one 

which roles cause accumulation of access rights 

…. 
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Our release 2014 applications will give 

you insight that goes beyond your dreams 
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Find Errors in Roles, Rules & Assignments 
Insight at your fingertips 

Inconsistencies in 

rules or roles! 
Since user has access to 

the data but cannot start 

the audited transaction 

code 

User has access 

but does not use it 

According to the principle 

“need-to-know” & “need-

to-have” these access 

rights should be removed 
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SoD Reports 
track which roles can be removed 

Roles causing 

the access 

not 

used 

  assigned  

through 

  composite role 

used 

how 
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Authorizations 

 

Questions 

Authorizations 

 

T-Code 

Authorizations 

 

Menu 

Authorizations Executed 

Multiple Layered Analyses Gives Insight 

Methods 

Result Compare 

Causing Info 

Auto-Expand 

Accumulation of  

Access Rights 

  

  

Transactions 

With CSI Authorization Auditor’s layered analysis of causing info  

you WILL find inconsistencies in Rules, Roles and User-Role Assignments 

Result 1  

Result 2 

Authorizations 
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Analysis Cockpit With Drill Down 
to monitor your own KPI, KPR, projects, objectives, … 
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Compare SOD Results ! 

In depth analysis of what has been changed 
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What is the trend? 
Dashboards of # periods 

Are 

we 
improving? 
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Role Content is Deviating  

from Documentation 
Systems can have millions of authorization lines 
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Master – Derived Analysis 
Detect and Manage Role Deviation 

 
Deviations from template roles need to be detected easily 
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Reverse Engineering of all roles is now 

possible 

Use your SAP system to extract the needed info 

“Who can almost do” vs. “Who can do” 

“Who can do” vs. “Who did” 

Extract organizational data from specific roles 

Rebuild roles automatically based on templates 
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Reports Transactions Usage 
what users can do versus what users did 
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Read role content of old roles & adjust 

Organizational perspective 

Define Requirements on data level 

Define Requirements on process level 

System perspective 

Codify the WHAT requirements 

Codify the WHERE requirements 

Build all SAP roles automatically 

Assign roles using business language 
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Document the Business Requirements 
 

© CSI - all rights reserved 
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Build roles automatically 

 

© CSI - all rights reserved 

C 

Codification 
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Monitors 

 database 

Update header, input,output 

 and workflow tables 

User Access Request 

In SAP or IAM 

or Ticketting system 

Analyze SoD impact 

Output xml 

Email results 

 to approver(s) 

Approve 

 

Decline 

CSI Integrate & Collaborate 

Output xml 
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Conclusion 

With CSI tools we focus on applications to analyze and 
manage the content of the roles and user-id 

Do not forget that  

the role is the most important attribute of a user-id 

in your SAP system most information is available about 
transaction usage, operating company values, user 
activities, …  and that with CSI tools this information is 
used to highlight inconsistencies in rules, roles and user-
role assignments 

Next to all these unique features, CSI applications 
allow you of course to run SOD reports and integrate it 
even with external systems to enable preventive SOD 
checking on user and role level. 
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Globally Referenced  
by hundreds of customers 

CSI tools’ references are essentially “Fortune 1000” accounts and 

medium accounts in various sectors like Aerospace & Defense, 

Automotive, Bank & Insurance, Chemical,  Consultancy and Audit, 

Energy, Oil & Utilities,  ICT and Telecom, Manufacturing Industry,  

Pharmaceutical and Health, Public Organizations, Retail, Transport, etc.  
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GRC Services with  

Automation of monthly SOD reporting and user access 
request procedure 

Role analytics 

% of access rights granted through accumulation of 
access rights 

% SoD conflicts not being used by end-users (access 
right removal) 

% SoD conflicts used by end-users (implementation of 
compensating controls) 

Rule analytics 

List transaction codes currently not monitored but used 

Check the status of optional authorization objects in rule 
sets 
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GRC Services with  

Health check SAP authorizations 

Implementation of internal control structure and 
process 

Assess which risks have no controls and which risks have 
too much controls 

Reverse engineering of current role concept 

Implementation of RBAC (Role Based Access Controls) 
concept 

Integrate custom ticketing system with preventive SOD 
engine of CSI Authorization Auditor  
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