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@3={l Access Governance in SAP environments

is critical because SAP systems store and manipulate
confidential and business-critical structured data

B Most organizations focus “only” on
B Segregation of duties reporting

m Structuring the user access request process

i

Observe. Think. Act.

- © CSI tools. All Rights Reserved.




@3={l Access Governance in SAP environments

B Is managing people’s access to data using

B users, enterprise roles, composite roles, single roles,
transaction codes, authorizations, SU24 settings,
operating company values, derived roles, security base
line, critical access rights, segregation of duties

m By

B corporate management, business management &
subsidiaries, internal control, corporate IT, local IT,
internal audit and external audit

B Taken into account the change drivers

m roll-outs, upgrades, support tickets, new access rights,
review access rights, new compliance rules, mergers &
de-mergers

B And setting up the management processes which
include ownership, communication channels & policies

Observe. Think. Act.
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@3=10 Access Governance in SAP environments

tools
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@3={l Access Governance in SAP environments

B Generic SOD reports gives an overview of the number

of SoD’s in an organization. It does not sufficiently help
each different stakeholder.

B Information missing in most SoD reports:

oserve.

who has almost access
which roles need to be removed
detailed compression with previous runs

indicate which roles should be isolated from a composite
one

which roles cause accumulation of access rights

Think. Act.
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@={ll Our release 2014 applications will give
you insight that goes beyond your dreams

2014 | . 2014 | 2014
Authorization Role Build Integrate

Auditor . & Manage & Collaborate

’I
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@={ll Find Errors in Roles, Rules & Assignments
Insight at your fingertips

=
W
] =l
m o
E Result container info E - o
e
UserlDiProfil = .B E
Logical System Variant Query Description Guery Type Sox Classification ﬁ : E
= USERODZ (3 items)
= DEMO <Ni= Maintain F| Posting Periods ECC_FCLOSR ARG S0X_H FIBEE B =
- DEMO <NA= Maintain Customizing Fl ECC_FCSTMR AR SOX_C I nconSIStenCIeS I n
= DEMO <Nfe= Maintzin F| Posting Periods FCLOSL ARQ S0X_H
5 USRI o o) rules or roles!
= DEMO <M= Maintain &'P Postings with Clearing ECC_FAPPCR ARQ S0X_H
- DEMO <NA= Maintain A'P Parked Documents ECC_FRPRDT AD SOX_M Since user haS access to
- DEMO hde= Maintain A'P Parked Documents Postings ~ ECC_FAPDDR ARQ SO¥_M
- DEMO <NA= Maintain &'P Outgoing Payment Postings ECC_FRPPYR ARQ SO¥_M th e d ata b Ut cann Ot Start
& DEMO <N&A>  Maintain AP Recurring Documents ECC_FADRDA ARG SOX.C the audited transaction
= DEMO <MA Maintain Fl Posting Pericds ECC_FCLOSA ARQ SOX_H d
- DEMO <MA Maintain Customizing FI ECC_FCSTMA AR 50X C coae
=8 DEMO <NA> Maintain AP Manual Postings FADMPR ARQ SO¥_M
Profile (causing) Tecode (causing) Rale (causing)
FXMHAAIMDL F-42 | sssExuinDMOn
oo Az 18 | sssmmmoanm User has access
FIXEXATMPR FEM V| SISFRMNMAPMEL Executed T-code .
FXMHAAIMDL FBOZ2 | sssExuinDMOn b t d t t
FIHXADMPR FEBO7 [  S93FHMIGADMIR u OeS no use I-U‘
EXMHEATMPR FBEO2 | sssExxuiaoMon CI>J
- - - j .
FXCXRARMEA FE0s P sssExxxAPIEA According to the principle 2
FIHHHADMPR FBE11 [ S93FHMIADMER 7 ” 7 &
EXMHEATMPR FEED | sssExxuiaoMon need'tO'knOW & need- 9
FXMHHAIMDL FBEE | sssEdxnDMDR to_have” these access E,,
FIHHHADMPR FEL1N [ S93FHMIADMER .
FY¥HLDMDPR FELZ [ SIS FHNIMAPMER rlghtS ShOUId be removed <=E
FYMHMLDMDR FEBLZM [  S99FHMMADMDL ﬂ
FINHATMPR FER1 [ S35FHMIADMER 8
FXMHAAIMDL FER2 | sssExuiaDMDn ;)
Profile (causing) Object Autherization Rele (causing) 5
FINHATMPR F_BKPF_BUK FAOCCAPMPADD SS3FHHIHADMER
FIMHNLIMDL F_BKPF_BUK FIGOCAPMPADT S35FUNIHALIMDIL
FI{XXAMMPR F_BKPF_KOA FACCAPMPADD S9SFHNIHADMIL

FXHNKADMEL F_BKPF_KODA FXCCCAPMPADT S53FHHMNLDMEL




@={ll SoD Reports

track which roles can be removed

F LISERODZ Jeroen Jacobs Dialog user Active user Mot locked |
Profile (causing) Fole (causing) A T E FRole (assigned) c E
A |+ * « (W - 1|
SEHHMSMIOD S35 SMI 0D on 7 T 535Z-ME-SYSTADM iR
SYHHNTRELL S335MMHTLELR 0N 7 7 285z-MDH-SYSTADM iR
SIHMHHTTMSR 5355 TTMSR m ] [ =593Z-M3H-SYSTADM 7 7

Tcode (causing)

*

SM30
SM30
SMA
SMA
Object .
SEKHXTTMSA S_TABU_DIS %
Roles causing how not assigned | composite role £
the access used through used 7
3 Bport b [B] Export Access
Observe, Think. Act. i Print [ Export Excel
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@310 Multiple Layered Analyses Gives Insight

c Authorizations DG Transactions
Auhorzatons |

Result Compareﬁ a Result 1 l 4
Causing Info ﬁ L Result 2

_

rd

With CSI Authorization Auditor’s layered analysis of causing info
you WILL find inconsistencies in Rules, Roles and User-Role Assignments

Access Rights
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@={ll Analysis Cockpit With Drill Down

¢, Analysis cockpit |
St.at'lst'lusl Buthorizations |

E Llser counts

E Composite role counts

E Single role counts

ﬁ Authonzation information

to monitor your own KPI, KPR, projects, objectives, ...

Rioles with authorizations: %2 | é Manuzl suthorizations count: 0 | é 0.5%
Total authorizations count: 1580 | = 100,0%  Inactive suthorizations count: | = 0.1%
Standard suthorizations count: 1561 |=]]  7z8%  Orgzrzationsl levels count: 271 [F]] 137
WMzirtzined 3utharizations count: 408 |[= 206%  Ovemidden org. levels count: 0 | =] 0,0%
Modified sutharizations count: 0 | = i — . OIE!
Ruoles with highest authorization between 0 and 25: 53 | == Roles with highest authorization betwesen 31 2nd 75: Q | =
Roles with highest authorization between 26 and 50: 0 |= Rioles with highest autharization between 76 and 55: 0 =
E Fole assign information
E Mew concept
E Query counts
E Support information
0@ Export s Export Access
Observe. Think. Act. gl Print [ Export Excel
Resetlayout  |J ExportPDF
Cancel “e  Export XML

—
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@={ll Compare SOD Results !

B In depth analysis of what has been changed

Download date (min) Run date (max) STAD date (current)

| SoD run 30/0%13 : Users having authorization or t-code

compare with
rchive | Audit run on 02/08/2013 16:28 for users on authorizations an| v|

irehive SoD run | SoD run 02/08/2013: Users having authorization or t-code |V|

ser Role

Sod conflict Variant Description Reason code  Definition  Expression Logical system Exe # Exe Total #%  Total & otal # Total A Total#  Total &

B | 7 FiE # # # #* # # # * * # # (]
» ] ] ] ] : al o o ‘% 23 v
FIN_MD _BZ_C_0010 Wendor M.D. (Fin.) AND Vendor M.D. (Purch.) 3z AND Qb DUMMY 0 ] o 5 3
¥ [¥] FIN_MT _EZ_0001 <MA= FI Posting Periods (Open/Close) AND AP Manual A Fl1+ Bi (B2) 3z AND Qb DUMMY 0 ] o 4 :))
V| [¥] FIN_MT B2z 0002 <MA= Fl Posting Pericds AMD A/P Postings with Clearing A_Fl+ Bi (B2) 3z AND Qb DUMMY 0 ] o 4 J
¥ [¥] FIN_MT _EZ_0003 <MA= Fl Posting Pericds AMD AP Parked Doc. Postings A Fl1+ Bi (B2) 3z AND Qb DUMMY 0 ] o 4 i)
V| ¥ FIN_MT EZ_ 0004 <MA= Fl Posting Perieds AND A/F Qutgoing Payment Postings  A_F4+ Bi (B2) Qs AND Qb DUMMY 0 0 1] 4 ;,
¥ [¥] FIN_MT_EZ_000S <MA= Fl Posting Pericds AMD AP Recurring Doc. A Fl1+ Bi (B2) 3z AND Qb DUMMY 0 ] o 4 2
7] @ FTH TT R? « onng  <MA» AP Pawment Run ANT AP Pronnsal Ron . F3- Ri (B Oa AND Qb MLIMMY ] n n 4 E i
K]
o
[e]
o
—
0
O
©
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@=1ll What is the trend?

&= Archive

7 Profiles
7 Roles
£ Users
[ dhd, Grouped By Query
|| duil. Group By Query Norm
ﬁ Grouped By SoD Reason code, Variant
Iy Grouped By Sox Classification

i, User Statuses Audit
[ i, User Statuses SoD.
iﬁ Grouped By Vanant
|75 Grouped By Variant (Executed)

Grouped By Sox Classification

Observe. Think. Act.

Dashboards of # periods

Archive\Trending\Users - Count Users Over Sox Classification, Arch
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@={ll Role Content is Deviating

from Documentation
Systems can have millions of authorization lines

% Update role authorizations |
Roles Overview | Updates |
Drag a column header here to group by that column.
T I Rolename Description (SAP) Status Object Field Authorizatio Values Codification Information
v @ =« 2 @« & & & * * (] o«
P 7 ] ssommaRcHR F-AR: Maintain AR Credit M F  Maintained F_BKPF_BUK  BUKRS o0 HELLO R = ¥ Authorizations need to be updated
P 7 [ SssFxxsxancm F-AR: Maintain AR Credit M | Maintained F_KNB1_ANA BUKRS 00 HELLO - F 7 Authorizations need to be updated
P ¥ | wEBFxxaPsER Demo Web F  Maintained F_LFA1BUK  BUKRS o0 T I ¥ Authorizations need to be updated
- _ . WEBFUXMXAPSPA Demo Web USA _ Maintained F_LFATBEK  BRGRU 00 LAX, LOS, NEW, ~ CUSTOMER, . _ Authorizations need to be updated
v OAK, PAL, SAN,  NEW, DAK, PAL, W
TEY AN TEY
- ¥ | WEBFUCLALDSDL Demo web Los Angeles | Maintained F_LFAT_BEK BERGRU 0o LaX, LOS CUSTOMER F v Authorizations need to be updated
- 7| [ FRBFUXMXADSDA NRE demo USA = Maintained F_LFA1_BEK BRGRU 00 LOS, NEwW, NRE, ~ CUSTOMER, = 7 Authorizations need to be updated
QAK, PAL, SAN..  NEW, DAK, PA.
- 7 [7| NREFUCLALDSDL NRE demo Los Angeles | Maintzined F_LFa1_BEK ERGRU oo HIHI, LOS, NRE CUSTOMER F 7 Luthorizations need to be updated
P ¥ | veeFEXXAPSER NRE demo Belgium F  Maintained F_LFA1BUK  BUKRS o0 3333 F @ Authorizations need to be updated
P ¥ [ crarmomapses Demo 8 Aug New York ©  Maintained F_LFA1BUK  BUKRS o0 1111 F ¥ Authorizations need to be updated
P 7 || CLAFUCEXADSDA Demo 8 Aug California |  Maintained F_LFAT_BEK BERGRU 0o CLA, DAK, PAL, CUSTOMER, [ 7 Authorizations need to be updated
- ¥  [[| CLAFUCLALDSDRL Demo 8 Aug Los Angeles | Maintained F_LFAT_BEK ERGRLU 00 CLA CUSTOMER F i Authorizations need to be updated
- 7 | ZARFUCHHMADSDL Demo |14 California | Maintained F_LFAT_BEK ERGRLU 0o LOS, DAK, PAL, CUSTOMER, F v Authorizations need to be updated
- ¥ [| ZAARFUCLAZLDSDR Demo 14 Los Angeles | Maintained F_LFAT_BEK ERGRLU 00 LOS, XK CUSTOMER F 7] Authorizations need to be updated
PP o [ EEBFUXHXAPSEA Demo 12-24 USA Maintained F_LFA1_BEK BRGRU 00 FLOR, JEF, CUSTOMER, F v | Authorizations need to be updated
- o [| BEBFUCHMLDSDL Demo 12-24 California | Maintained F_LFAT_BEK ERGRLU 0o LOS, DAK, PAL, CUSTOMER, F v Authorizations need to be updated
- o | BEBFUCLALDSDL Demo 12-24 Los Angeles | Maintained F_LFAT_BEK ERGRLU 00 LOS CUSTOMER F 7] Authorizations need to be updated
P 7 || MOLFUXHXAPSDA Demo May 10 USA | Maintained F_LFA1_BEK BRGRU 00 LOS, NEW, DAK,  CUSTOMER, P v Authorizations need to be updated ©
eyl I lyytie} b5
- ¥  [| MOLFUCLAZLDSDRL Demo May 10 Los Angeles | Maintained F_LFAT_BEK ERGRLU 00 LOS CUSTOMER F 7] Authorizations need to be updated E
P 7 | STEFUXHXAPSDA Demo USA | Maintained F_LFA1_BEK BRGRU 00 LOS, NEW, DAK,  CUSTOMER, P v Authorizations need to be updated 8
P 7 || STEFUCLARDSDA Demo Los Angeles | Maintained F_LFAT_BEK ERGRLU 00 LOS, STE CUSTOMER F 7] Authorizations need to be updated &J
P 7 || AALFUXHXAPSDA Demo ll& USA | Maintained F_LFA1_BEK BRGRU 00 FLOR, JEF, CUSTOMER, P v Authorizations need to be updated )
pim ot et e e e b £
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@Sl Master — Derived Analysis
Detect and Manage Role Deviation

m Deviations from template roles need to be detected easily

') &m:mnﬁnmm|

Raoles Result |

Cre Ne Role name % Descriphon (SAF) Information
I [ 593Z-THXX-CFO CFO UsA " The role already exists
- (4 [ E33Z-UCSH-CFD CFO San Diego F The role already exists
= _ﬁ F [ S53EZ-UCDH-CED CFO Palo Alto F The role already exists
Cre Me Cre Ne Re De De Rolename Description [SAP) Information
[« [« [« [« [4 [« [| NEBFUCEXAPSEL MRE demo Palo Alto [« The role already exists
[ P F [« & & [ E533SHMN{BLSER S-GEN: Basic Authorizations for all users i This is a non derivable role
----- d [« [« [ o E | E [ S335MMNHSELED S-GEN: Display Tables (SE1E) [ The role is not found in the template composite
Cre Ne FRolename ¥ Description (SAF) Information
G- F [ S33E-UCOX-CED CFO Ozkland F The role already exists
G- 4 | S33Z-UCLA-CFD CFO Los Angeles F The role already exists '8
G- F [ SS3E-NHHNN-CED CFO Metherlands F The role zlready exists %
G- 4 | S33Z-BiMN-CFO CFO Belgium F The role already exists &m-’
]
<
2
a2
=
v
o
8
)
O
| Exporl__-‘ Export Access ©
Observe. Think. Act. gl Print x| Export Excel
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@3=\l Reverse Engineering of all roles is now
possible

B Use your SAP system to extract the needed info
m “"Who can almost do” vs. “"Who can do”
m “Who can do” vs. “Who did”
m Extract organizational data from specific roles
m Rebuild roles automatically based on templates

Observe. Think. Act.
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@={ll Reports Transactions Usage
what users can do versus what users did

Qﬂmdlmﬁm—hﬂml

t container info

Drag a column header here to group by that column.

Logical System ariant Query Query Description Type Sox Classification I:I UserlD/Rale User/Role description

- . - . . . B e cuted T-codel i
=8 DUMMY <MAs ARMMEPR Maintain Asset Manual Postings ARG F 7 | USERO1D John Daby
- DUMMY <MA> AIMSDR Maintain Asset Sales, Donation, Scrappi..  ARQ F ¥ [¥| USERD1O John Daby
B DUMMY <MA> FADIVZ Release purchase invoice via FBOZ inste.. AR F ¥  [[] UsSERD1O John Daby
- DUMMY <NA> FADMDR Maintain AP Manual Postings ARG F ¥  [¥#| UsSERO1O John Daby
=8 DUMMY <NA> FILRMDA Maintain A/R. Manuzl Postings ARG ¥ & [¥#] UsEROlO John Daby
Fole (causing) Tcode (causing)
SISFHMINARMER F-21 [
SSSFHMIGARMIL F-42 F
SISFHMINARMER FBO1 v
S99FHMMNARMDR FBOZ [ R R
R FEOT = & User transactions overview
SISFHMINARMER FBOE v
O — FBOS - | Draga column header here to group by that column.
SISFHMINARMER FE11 F . .
S o FELSN = UserID Full uzername  Type Group Lock status Transaction Miszing
595 FXHMHARMER FER1 F 10 lvl * * |v * * * @ = 0
S35 FHHI{ARMER FER2 v -
USERDTE | John Daby Lialog usar Mot focked 47 FIBRRY 7
Fole (causing) Object Authol .
J—— F_PKPF_BUK o USERJTT  Jobn Daby Lvalog user Notfocked F-43 FiRE-L 7
555 FXXHARMER F_BKPF_KDA oo USERGTR | Jobn Daby Lvalog user Mot focked - FiRRE] 7 S
- DUMMY <NA> FARECR Maintain AR Pos USERO10  John Daby Dialog user Not locked F.B1 7 4 F GEJ
ol M IR ~<hlA~ TAnNNA Mzintzin AR Parl
USEROTE  John Daby Lhialog user Notfocked F170 7 = ] §
USERDI0  John Daby Dialog user Not locked FBO 7 220 T 'i
USERD10  John Daby Dizlog user Not locked FBO3 7 3 [ -E:;
USERGTG  John Daby Dialog user Notlocked FEOS FIRREL 7 [
USER0I0  John Daby Dialog user Not locked FED& 7 17 T <_’:
USERDTE | John Daby Lialog user Mot focked FE1G 7 7 7 <—§
USERDI0  John Daby Dizlog user Mot locked FE12 7 2 F et
w0
@]
03 Export — Export Access ©
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@=1l Read role content of old roles & adjust

B Organizational perspective

m Define Requirements on data level

B Define Requirements on process level
B System perspective

m Codify the WHAT requirements

m Codify the WHERE requirements

m Build all SAP roles automatically
B Assign roles using business language

o]
(]
>
(o
@
)
&
n
+J
e
- o
W B - Balgues | F— | ol = Sathorration retrictons [~
@ P Netherdands: [ T =
=g e Uss Modu | Field Dstrpticn Ckjecis || T ..l.| e gL A = L] <
KA (3 [Ty (5% s .
LI - B Ytk . . I I : - - - %)
U - Teems A - . 5
==uo¢<-mm 2 S
= @ Vendo B F KTOR Chart of Accounts ELRD ELRO o
) UCLA - Loz Angeles F BwRS Company Code : SHE o 00 300 @]
9 UCCE - Diskland C|F BmoRu Authormaton group FLFa1 BExC * = v . rET ©
e | S
& UCSH - San Diego
& PO -France (K KOMRS  Controing Ases " GHE 2 EURD EURD
O - Taakiwiorkbook - Typs 2 " VIERKS Prard C wlale . Fam0 300
M EWORG  Purchasing Organizaton L onr . 300 100




CS

Domains [ 2% N 1% woikbook: Demain

Crag a column hea
|

e B - Belgium

g N0 - Netherlands
EI--a L - USA

g LN - Mew Yok

Avthotization restrictions

Master Belgium Metherlands LS4, Mewy %

sl XM B MM LI LI

'ﬁ UTe% - Tewas ; * i G G G
El"a US4 - Califomia n T .
B__a Vendars p F KTOPL Chart of Accounts EURC EURC EURC EURL
ﬁ UCLA - Los Angeles F BUKRZ Company Code * Birr * 3200 3100 0100, 0101 m

& UCOX - Dakland F BRGRU Suthorization group FLFA1_BEM * * * * HET MEWY
&8 UCP= - Pala Alto
@ UCSX - SanDiego
il P - France K HOKRS Cartrolling Area . S * EURD EURD EURD ELRC
- @ Y - Taskiwforkbook - Type 2 i WERKS Plart s LN * 3200 3100 [ OTOT 02 6103 0101
M EKORG Purchasing Organization * R * 3200 3100 0100 oo
. VHORG Sales Organization . S * 3200 3100 0100 0100
W ZPART Divisian + S + a1, 02 a1, 02 03 03

18 Domain workbook. | & Yenc
— WHAT

15 Warkboak: Task workbook

Drag & colurmn header here to

| . ____________________| o
+ Role name indicators + | Authaorization restrictions q>)

(o

Q

Module Field Description Ohjects Modules Taskcodes Actions [esiidiorkbaokiglypet $
N &

<

Pt KOART Accourt type * * AP * K g
* KOART Accourt type * * AR * o <:E

* KTORK Yendor account groug * * * * MORM 4

©

o

et

—

n

O

©

.'.rt
Rl
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@3=1l Build roles automatically

@ Role [S4P) AALFBER-APPRA [7] x

Role name LALFEICOIADPIEL CS| Accelerator®

Short description | Payment run
. i The authorizations are created correctly,
Description \') #dded object Field authorizations: 0

_hanged object field authorizations: 2

&Y Transactions % Authorizations |@ Composite roles |{3 Derived roles |3 Llsersl Docurnents |Iﬂ Mot | 5| ¢

Drag a colurmn header here to group by that column.

Status | | Object | Field | Authaorization | Waluesz Codification
I il * & Al Al m=
WHERE b Maintained 4 F_REGU_BUK BUKRS 0o 3200 []
Standard i F_REGL_EUK FETCH il 02,03,11,12,13, IR O
44 AT 4 00 T . N
- Standard o F_REGL_KDA FETCH 0o 02,03,11,12,13 .
WH_AT Maintained W F_REGLU_KOA KOART 0o . ' Rt
Standard i 5_TCODE TCOD oo F1i0 RN RH
% E
k4 anual ﬁ Bt
?
@]
©
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=1} CSI Integrate & Collaborate

o

t Monitors Update header, input,output
and workflow tables

database
; a

Output xm|

User Access Request
In SAP or IAM Approve
or Ticketting system

Email results  Decline
Observe. Think. Act. to appl‘over(s) -

Output xml
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@=Jl Conclusion

With CSI tools we focus on applications to analyze and
manage the content of the roles and user-id

B Do not forget that
m the role is the most important attribute of a user-id

B in your SAP system most information is available about
transaction usage, operating company values, user
activities, ... and that with CSI tools this information is
used to highlight inconsistencies in rules, roles and user-
role assignments

B Next to all these unique features, CSI applications
allow you of course to run SOD reports and integrate it
even with external systems to enable preventive SOD
checking on user and role level.

i

Observe. Think. Act.
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@={ll Globally Referenced

by hundreds of customers

CSI tools’ references are essentially “Fortune 1000” accounts and
medium accounts in various sectors like Aerospace & Defense,
Automotive, Bank & Insurance, Chemical, Consultancy and Audit,
Energy, Oil & Utilities, ICT and Telecom, Manufacturing Industry,
Pharmaceutical and Health, Public Organizations, Retail, Transport, etc.
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rBDO GRC Services with F@%=y

m Automation of monthly SOD reporting and user access
request procedure

B Role analytics

B % of access rights granted through accumulation of
access rights

® % SoD conflicts not being used by end-users (access
right removal)

B % SoD conflicts used by end-users (implementation of
compensating controls)

m Rule analytics
m List transaction codes currently not monitored but used

m Check the status of optional authorization objects in rule
sets

iy

Observe. Think. Act.
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rBDO GRC Services with F@%=y

Health check SAP authorizations

B Implementation of internal control structure and
process

m Assess which risks have no controls and which risks have
too much controls

Reverse engineering of current role concept

B Implementation of RBAC (Role Based Access Controls)
concept

B Integrate custom ticketing system with preventive SOD
engine of CSI Authorization Auditor

Observe. Think. Act.
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